Policy for Acceptable Use of Computers and Networks

Local area networks and Internet access are available to all Dayton Independent School District students and staff. A policy is needed to encourage appropriate use of computers and networks, including email and the Internet. It is the intent of this policy to tie standards for student use of computers and networks to the standards already established as part of the Student Code of Conduct. Consequences of violation will be handled through Student Code of Conduct guidelines or employee discipline procedures.

The Internet is an electronic highway connecting thousands of computers allover the world and millions of individual subscribers. The District recognizes that the Internet can be used to facilitate many educational activities. The Internet can be a valuable learning tool in the areas of electronic mail, research, data searches, enrichment materials, electronic field trips, and

library references. Online resources available on the Internet will allow classroom projects such as pen pal discussions, scientific data collection and international cultural exchanges. News retrieval services, encyclopedias, scientific and educational databases will be instantaneously accessible to Dayton ISD students and teachers. Our email system and Internet access is intended to assist in the collaboration and exchange of infom1ation between and among schools, district offices, educational service centers, the Texas Education Agency, and other State and educational entities.

With this access comes the availability of material that may not be considered to be of educational value in the context of the school setting. On a global network, it is impossible to control all materials and an industrious user may discover controversial information. It is believed that the valuable information and interaction available on these networks far outweigh the possibility that users may locate material that is not consistent with the educational goals of Dayton Independent School District. Therefore, it is recommended that policy be adopted for acceptable use of all District computers and network applications. It is further recommended that policy be established prohibiting the use of district computers for non-instructional games or for personal profit activities.
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The following policy for acceptable use of computers and networks, including email and the Internet, shall apply to all District administrators, faculty, staff and students. All technology equipment shall be used under the supervision of the technology director and the site administrator.

2.

Users shall not erase, rename, or make unusable anyone else's computer files, programs or disks.

Users shall not let other persons use their name, logon, password, or files for any reason (except for authorized staffmembers).

3. Users shall not use or try to discover another user's password.

4. Users shall not use DISD computers or networks for any non-instructional or non- administrative purpose during their scheduled instructional time ( e.g. games, Internet, personal email, or activities for personal profit).

5. Users shall not use the district email system or distribution lists to advertise or sell personal items. This type of activity should be restricted to approved campus or district electronic bulletin boards.

6. Users shall not use a computer for unlawful purpose, such as illegal copying or installation of software.
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9.

Users shall not copy, change or transfer any software or documentation provided by DISD, teachers, or another student without permission from the teacher or supervisor.

Users shall not write, produce, generate, copy, propagate, or attempt to introduce any computer code designed to self-replicate, damage, or otherwise hinder the performance of any computer's memory, file system, or software. Such software is often called a bug, virus, worm, Trojan Horse, or similar name.

Users shall not deliberately use the computer to annoy or harass others with language, images, or threats. Users shall not deliberately access or create any obscene or objectionable information, languages, or images.

10. Users shall not intentionally damage the system, damage information belonging to others, misuse system resources, or allow others to misuse system resources.

11. Users shall not tamper with computers, networks, printers or other associated equipment except as directed by the teacher or supervisor.

12. Users shall not take home technology equipment (hardware or software) without written permission of the supervisor.
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ELECTRONIC COMMUNICATION AND DATA MANAGEMENT

The Superintendent or designee will oversee the Dayton Independent School District's electronic Communications system.

The District's system will be used only for administrative and educational purposes consistent with the District's mission and goals. Commercial use of the District's system is strictly prohibited.

The District will provide training to employees in proper use of the system and will provide all users with copies of acceptable use guidelines. All training in the use of the District's system will emphasize the ethical use of this resource.

Copyrighted software or data may not be placed on any system connected to the District's system without permission from the holder of the copyright. Only the owner(s) or individuals the owner specifically authorizes may upload copyrighted material to the system.

SYSTEM ACCESS

Access to the District's electronic communications system will be governed as follows'

2.

3

4

5

With the approval of the immediate supervisor, District employees will be granted access to the District's system.

The District may require that passwords be changed every 60 days.

A teacher may apply for a class account and, in doing so, will be ultimately responsible for use of the account. Teachers with accounts will be required to maintain password confidentiality by not sharing the password with students or others.

Students completing required course work on the system will have first priority for use of District equipment after school hours.

Any system user identified as a security risk or having violated District and/or campus computer-use guidelines may be denied access to the District's system.

CAMPUS LEVEL COORDINATOR RESPONSIBILITIES

As the campus-level coordinator for the electronic communications system, the principal or designee will:

2
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Be responsible for disseminating and enforcing applicable District policies and acceptable use guidelines for the District's system at the campus level.

Ensure that all users of the District's system complete and sign an agreement to abide by District policies and administrative regulations regarding such use. All such agreements will be maintained on file in the principal's office.

Ensure that employees supervising students who use the District's system provide training emphasizing the appropriate use of this resource.
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Be authorized to monitor or examine all system activities, including electronic mail transmissions, as deemed appropriate to ensure proper use of the system.

5. Set limits for disk utilization on the system, as needed.

INDIVIDUAL USER RESPONSIBILITIES

Online Conduct

The following standards will apply to all users of the District's electronic information/ communications systems :

1

2

The individual in whose name a system account is issued will be responsible at all times for its proper use.

The system may not be used for illegal purposes, in support of illegal activities, or for any other activity prohibited by District policy.

3. System users may not use another person' s system account without written permission from the Can1pUS administrator or District coordinator, as appropriate.

4. System users must purge electronic mail in accordance with established retention guidelines.
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6.

System users may redistribute copyrighted programs or data only with the written permission of the copyright holder or designee. Such permission must be specified in the document or must be obtained directly from the copyright holder or designee in accordance with applicable copyright laws, District policy, and administrative regulations.

System users may upload public domain programs to the system. System users may also download public domain programs for their own use or may non-commercially redistribute a public domain program. System users are responsible for determining whether a program is in the public domain.

Vandalism Prohibited

Any malicious attempt to haml or destroy District equipment or materials, data of another user of the District's system, or any of the agencies or other networks that are connected to the Internet is prohibited. Deliberate attempts to degrade or disrupt system performance may be viewed as violations of District policy and administrative regulations and, possibly, as criminal activity under applicable state and federal laws. This includes, but is not limited to, the uploading or creating of computer viruses.

Vandalism as defined above will result in the cancellation of system use privileges and will require restitution for costs associated with system restoration, hardware, or software costs.
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Forgery Prohibited

Forgery or attempted forgery of electronic mail messages is prohibited. Attempts to read, delete, copy, or modify the electronic mail of other system users or deliberate interference with the ability of other system users to send/receive electronic mail is prohibited.

Information Content/Third Party Supplied Information

System users and parents of students with access to the District's system should be aware that use of the system may provide access to other electronic communications systems in the global electronic network that may contain inaccurate and/or objectionable material.

A student knowingly bringing prohibited materials into the school's electronic environment will be subject to a suspension and/or a revocation of privileges on the District's system and will be subject to disciplinary action in accordance with the Student Code of Conduct.

An employee knowingly bringing prohibited materials into the school's electronic environment will be subject to disciplinary action in accordance with District policies.

Network Etiquette

System users are expected to observe the following network etiquette:

1

Be polite. Do not become abusive in your messages to others. Messages typed in capital letters are the computer equivalent of shouting and are considered rude.

2. Use appropriate language. Swearing, vulgarity, ethnic or racial slurs, and anyother inflammatory language is prohibited.

3. Pretending to be someone else when sending or receiving messages is inappropriate.

4.

5

6.

Transmitting obscene messages or pictures is prohibited.

Do not reveal personal addresses or phone numbers of colleagues or students,

All communications and information accessible via the network should be assumed to be private property.

7. Do not place unlawful infomlation on any network system.

8. Using the network in such a way that would disrupt the use of the network by other users is prohibited.

9. Keep paragraphs and messages short and to the point. It is best to focus on one subject per message.

10. Note that electronic mail ( email) is not guaranteed to be private. People who operate the system do have access to mail. Messages relating to or in support of illegal activities may be reported to the authorities.
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Termination/Revocation Of User Account

The District may suspend or revoke a system user's access to the District's system upon violation ofDistrict policy and/or administrative regulations regarding acceptable use.

Tennination of an employee's account or of a student's access will be effective on the date the principal or District coordinator receives notice of student withdrawal or of revocation of system privileges, or on a future date if so specified in the notice.

The District's system is provided on an ''as is, as available" basis. The District does not make any warranties, whether express or implied, including, without limitation, those of merchantability and fitness for a particular purpose with respect to any services provided by the system and any infonnation or software contained therein. The District does not warrant that the functions or services perfonned by, or that the infonnation or software contained on, the system will meet the system user's requirements, or that the system will be uninterrupted or error-free, or that defects will be corrected.

Opinions, advice, services, and all other infonnation expressed by system users, infonnation providers, service providers, or other third party individuals in the system are those of the providers and not the District.

The District will cooperate fully with local, state, or federal officials in any investigation concerning or relating to misuse of the District's electronic communications system.
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