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SEARCH ENGINE TIPS


http://www.dipsie.com for deep web browsing (inf. in 



databases, library catalogs, etc.)


Teoma (general search engine): http://www.teoma.com

http://support.microsoft.com (Microsoft Knowledge Base)


for Windows help: http://www.briansbuzz.com/search
Yahoo!

http://help.yahoo.com/help/us/ysearch/tips/tips-06.html

Google


Google Toolbar for Netscape, Firefox & Mozilla: 






http://googlebar.mozdev.org


Google Deskbar Tips:



Ctrl-T    Thesaurus



Ctrl-Q    stock quote



Ctrl-D    Definition



Ctrl-N    Search News



Ctrl-F       " Froogle



Ctrl-U      " newsgrps



Ctrl-I       " Google Images



Ctrl-L     Do a "Feeling Lucky" search

To install Google Deskbar: http://toolbar.google.com/deskbar
It runs as a small box on XP's toolbar    Press Ctrl-Alt-G to activate. If you select text in current document and press this keystroke combination, Google will search for that text. (This is one of many methods teachers can check for plagiarism.)

* Type a car's VIN into Google's search box - it will provide a link at the top of the page to Carfax - you'll get a Carfax on that car. (may not work w/ older cars w/ all-numeric VINs.

*Type in a product's UPC code, and Google will send it to the UPC Database (http://upcdatabase.com), which gives you the manufacturer's information about any product.

*Type in a FedEx tracking number, and a click will take you to a search on the entered # at the FedEx page that tracks packages.

* same with a U.S. Postal Service tracking number

*Type in the tail # of an airplane, and you'll see the full FAA registration form for the plane.

*Type in the flight # of a plane and you'll get a list of pages from which you can track the status of the flight.

* Type in an area code, and a map of the area will be the first hit.

To find web pages by title (both Google & Yahoo): type Intitle: "(word or phrase you are looking for)"

To get an idea of what the most popular searches are on Google in various categories: http://www.google.com/press/zeitgeist.html

(same kind of search in Yahoo: http://buzz.yahoo.com)

SHOPPING

Government Auctions:

About 300 police departments around the country auction goods online:


http://www.stealitback.com


http:www.policeauctions.com

Government Liquidation (cars, heavy equipment, etc.): 
http://www.GovLiquidation.com

Bid4Assets: high-end good: land, cars, jewelry, artwork, coins, computers, 
etc.: http://www.bid4assets.com

Government Auctions: links to many local, state and federal auction sites


http://governmentauctions.org

Amazon

http://www.a9.com  type in search term, get web results; click the Books button on the right, and you'll see a list of books on Amazon that match your search results as well.

EBay

Before using eBay, read a book on how to use eBay and talk to some people who already are familiar with it. NEVER send a cashier's check or money order; PayPal is a more secure way to pay for merchandise.
*Put a minus sign (-) in front of a search term to exclude any results that contain the term (i.e.: camera -digital, if you don't want a digital camera)

*for exact phrase, surround it w/ quotation marks

SECURITY

 Gibson Research (http://ww.grc.com)  


ShieldsUp test - scans PCF for browser vulnerabilities, open network 

ports, and similar security flaws.


Leak test: checks vulnerability to Trojans

Symantec  (htt;://www.symantec.com) offers a free online security test & free online virus scanner. Click on Symantec Security Check link on the Downloads section of the main pg. to run security scan. If it detects an older version of Norton AntiVirus, though, it will say you're at risk for getting a virus, even if your virus definitions are up-to-date.

Microsoft: free security tool: Microsoft Baseline Security Analyzer (at http://www.microsoft.com/downloads checks whether the most up-to-date Mic. Sec. patches & service packs are installed and looks for improperly configured security settings. 

Federal government's Computer Emergency Readiness Team (http://www.cert.org) has all the latest inf. & sends out free email alerts

Beware of PHISHING

*Never respond directly to an email message asking you for your username, password or other information. Sites like eBay will never send out a request for this type of information.

*If you're not sure whether the email is legitimate, don't click any links within the body of the message. Instead, go directly to the wegb site from your browser,l log in, and see if you have any messages. You can also contact or email the company directly and ask whether they requested any information from you.

* Forward potentially spoofed email to the business that supposedly sent it. They will attempt to track down the source of the spoofed email and cut down on future phishing expeditions. You can also forward the email to assorted groups that fight phishing, such as reportphishing@antiphishing.com and uce@ftc.gov.

* Keep Windows XP updated. Some phishing expeditions exploit browser vulnerabilities, and Microsoft constantly releases patches to fix them. Use Windows Update or visit http://windowsupdate.microsoft.com to keep your system updated.

To find the real name of a site:

Go to the address bar of your browser, type in the following JavaScript command, and press Enter:

Javascript:alert("Actual URL address: " + location.protocol + "//" + location.hostname + "/"     A small window will pop up in the middle of your browser, telling you the actual web site you're visiting. Check the URL to see if it's the real site you think you are at.

Microsoft has an article that explains how to protect yourself from spoofed sites go to  http://support.microsoft.com and search for article 833786.

Free anti-phishing detectors:

*SpoofStick (http://www.corestreet.com/spoofstick) installs directly into FireFox and tells you the true address of the site you currently visiting.

*Earthlink has a similar free tool that alerts you when you visit a site from a known scammer; it also has a pop-up blocker. You don't have to be an EarthLink subscriber to download and use the toolbar (available from http://www.earthlink.net/home/tools/).

Latest phishing news: Anti-Phishing Working Group web site: http://www.antiphishing.org

If neighbors have the same cable internet access as you, they can get into your PC. How to solve?

1. Use a firewall - ex.: Zone-Alarm (http://www.zonealarm.com) or a built-in Windows firewall.

2. Turn off file sharing on your system for your cable connection:


1) Right-click My Network Places; choose Properties


2) Right-click your cable internet connection and choose Properties


3)  Uncheck the "File and Printer Sharing for Microsoft Networks" 

box; click OK.


4) Restart your computer. File sharing is now disabled.

MALWARE (software-viruses, worms, Trojans or spyware-designed to do harm in some way)

Symptoms of spyware presence:

*sudden increase in pop-up ads

* pop-up ads for objectionable or pornographic sites

* being taken to a strange web site instead of your home page when you launch your browser

being taken to a strange web site if you do a search

*inexplicably sluggish performance from your computer

Avoid getting spyware:

· Beware of free software downloads. Kazaa is notorious re spyware piggybacks.

· Read the fine print, including privacy rules. Does it say it will connect to the internet without telling you? That it will share information about you with its partners? If so, click Cancel. Before downloading, make sure to read any information about the software on the web site, also.

· Don't click links sent to you in email or instant messages. Fist, check with the sender-even if you think a friend sent you the message. A virus or worm may have taken over your friend's email or instant messaging software.  

· Only install software from web sites you trust. Many well-known and trusted web sites (such as Download.com) offer tons of software that you can safely download and install.

· Adjust your browser's security settings. Make sure your browser prompts you before you accept ActiveX controls, which can install spyware. In Internet Explorer, select tools > Internet Options, and click the Security tab. Select the Internet icon and click the Custom Level button. Go to the "ActiveX controls and plug-ins" section at the top of the next screen. Enable the first option ("Automatic prompting for ActiveX controls"),l and choose Prompt for the remaining four options. Click OK again to close the dialog boxes.

· Don't click on pop-ups. Some of them install spyware.

· Visit Microsoft for updates: http://www.microsoft.com/athome/security/default.mspx   or 


http://www.microsoft.com/technet/security/default.mspx  for the 
most current patches & security bulletins re spyware and other 
threats.

Trojans: infection that let other people take control of computer & all its resources. They connect to the Internet from your PC Firewalls. The IP addresses of everyone on your computer are sold to spammers.

ZoneAlarm (http://www.zonealarm.com) provides the best protection 

against Trojans because they can block these outbound connections Scan your system regularly with up-to-date anti-virus software.

Add a bogus email address to your address book - ie, noone@@worm.com. If a Trojan or a worm infects your PC and sends copies of itself to everyone in your address book, you'll get a bounceback message alerting you that your email to none@@worm.com can't be delivered, and you'll know that a worm or Trojan has infected your PC.

Anti-Virus Email Checklist:

· Never open an attachment without first checking with the sender. 

· Keep your anti-virus software up-to-date. Make sure you turn on the program's automatic update feature.

· Use your anti-virus software's email scanning features.

· Keep Windows up-to-date. Use the Windows Update feature, or regularly visit http://windowsupdate.microsoft.com.

· Keep your software up-to-date - especially for email, file-sharing, and other programs that use a network or the Internet.

Free software to do away with spyware:

· Lavasoft's Ad-Aware (http://www.lavasoftusa.com) (also paid versions with more advanced features, such as real-time spyware dete3ction)

· PapiMK Softrware's Spybot Search Et Destroy 


(http://www.safer-networking.org) 

Protect yourself from Identity Theft:

· Never respond to unsolicited mail from anyone supposedly from your credit card company, bank or other financial institution. If you think the email may be real, call the institution and speak with a representative. Tell the representative about the email.

· Never send your social security number on any web sites, unless a reputable financial institution requires it for you to open an account.

· Only buy products from reputable web sites.

· Only enter your credit card number at a secure site that uses encryption. You'll see a lock icon in the lower-right corner of your browser when you're at a secure site. Make sure that the URL starts with https://.

· Don't store your personal information on laptops.

· When you dispose of a computer, wipe the hard drive clean. Deleting files isn't enough, because the data can easily be recovered and read. Several utilities can truly wipe your drive, including Eraser,l available for free from Heidi Computers (http://www.heidi.ie). For more information, visit the NASA web site (http://www.nasa.gove/home/index.html) and search for the following article: "Clearing Information from Your Computer's Hard Drive."

· For more information on how to protect yourself, and what to do if you suspect you've been victimized, visit the Federal Trade Commission web site (http://www.consumer.gov/idtheft/).

Where to File a Fraud Complaint

Mail fraud: 
http://www.usps.com/websites/depart/inspect/welcome2.htm

Internet Fraud Complaint Center  - 



also latest scams:http://www.ifccbi.gov
      
 Federal Trade Commission: http://www.ftc.gov
Find your state consumer agency: 
http://www.consumerworld.org/pages/agencies.htm

