Employers and College Scouts

Student Activity

Student Name: 

Date: 

Period: 


Safety on the Internet

Directions:  Read each scenario carefully and determine if the person in the scenario is following computer safety guidelines.  If not, explain why in the space provided.

1. Sally is chatting on the computer with a buddy she met online.  He asks her to give her phone number so he can hear her voice and get to know her better.

 FORMCHECKBOX 
Safe

 FORMCHECKBOX 
Not safe

Why? 


2. Chris is on My Space and places his email address in his profile.

 FORMCHECKBOX 
Safe

 FORMCHECKBOX 
Not safe

Why? 


3. Mary is chatting with Mike from school.  He asks for her address so he can mail her an invitation to his party.

 FORMCHECKBOX 
Safe

 FORMCHECKBOX 
Not safe

Why? 


4. Jane gives Laura her password because Laura’s computer is in the shop and she wants to check her email.

 FORMCHECKBOX 
Safe

 FORMCHECKBOX 
Not safe

Why? 


5. Joan is instant messaging Lou in all caps to stay away from her boyfriend.  Joan has asked her to stop and deleted five messages already, but Lou keeps sending them.

 FORMCHECKBOX 
Safe

 FORMCHECKBOX 
Not safe

Why? 


6. Max asks for Sharon’s picture so he can post it on his web page.

 FORMCHECKBOX 
Safe

 FORMCHECKBOX 
Not safe

Why? 


7. Tom is purchasing a surfboard online.  He has checked and there is a lock in the bottom right of the browser window.  Also, the site carries the VeriSign logo.  Tom places his credit card number in to purchase the surfboard.
 FORMCHECKBOX 
Safe

 FORMCHECKBOX 
Not safe

Why? 


8. John is checking his email at home.  He receives a message from someone he does not know.  He opens the message.
 FORMCHECKBOX 
Safe

 FORMCHECKBOX 
Not safe

Why? 


9. How do you know if a site is secure?

10. Have you ever downloaded a program that caused you problems or harmed your computer?  What should you do to avoid harmful programs from installing?

Employers and College Scouts
Directions:  Visit the websites listed below and answer several related questions.  The last question requires you to make a list of the risks associated with online social networking.

Websites:
· http://www.nytimes.com/2006/06/11/us/11recruit.html?_r=2&oref=slogin&oref=slogin 
· http://www.foxnews.com/story/0,2933,208175,00.html
· http://64.233.169.104/search?q=cache:SuEYycsKhB4J:www.vanderburghsheriff.com/SexOffender/Internet%2520Predator%2520Brochure%25202.pdf+social+networking+sites+and+college+entrance&hl=en&ct=clnk&cd=8&gl=us (see page 2 of the article)
· http://www.webupon.com/Social-Networks/Your-Online-Reputation-Matters-Watch-Your-Social-Site-Friends.73027
Questions:
1. Why do employers and college scouts research social networking sites to view information about potential candidates?

2. How popular is this research practice for companies and colleges?

3. What sites are employers and college scouts viewing to find out information about candidates?

4. What kinds of information are employers and college scouts finding? 

5. What are some examples of employer reactions to inappropriate postings?

6. What are some examples of college admissions officers’ reactions to inappropriate postings?

7. Based on the information gathered, make a list of the risks associated with social networking sites.

Identity Theft
Directions:  Visit the websites listed below and answer several related questions.  The last question requires you to make a list of techniques that you can use to avoid being a victim of identity theft.

Websites:
· http://www.ftc.gov/bcp/edu/microsites/idtheft//?CFID=853434&CFTOKEN=49488164  
· http://www.usdoj.gov/criminal/fraud/websites/idtheft.html 
· http://www.identitytheft.org/  

Questions:
1. Approximately how many people are victims of identity theft?

2. Do you know anyone personally who is a victim of identity theft?

3. How does someone steal your identity?

4. What are some examples of how identity theft affects the victim?

5. If caught, what charges does an identity thief face?

6. Is there any protection available to safeguard against identity theft?

7. Based on the information gathered, make a list of techniques you can use to avoid being a victim of identity theft.

Parental Safety Guidelines
Directions:  Visit the websites listed below and answer several related questions.  The last question requires you to develop a list of guidelines directed to parents that will help them keep their children safe when online.

Websites:
· http://www.kidshealth.org/parent/positive/family/net_safety.html  

· http://www.fbi.gov/page2/jan06/ccctf012506.htm 

· http://www.wiredsafety.org/ 

· http://www.netsmartz.org/
· http://www.missingkids.com/missingkids/servlet/ServiceServlet?LanguageCountry=en_US&PageId=3072 

Questions

1. From a parent’s point of view, what safety risks are teenagers exposed to on the Internet?

2. What can parents do to ensure the safety of their teens online?

3. What are the common types of crimes that occur as a result of Internet use?

4. What are some of the organizations that are available to help protect against cyber crimes and what services do they provide?

5. What types of protection are available to protect against these types of crimes? (Be specific)

6. Based on the information gathered from your research, develop a list of guidelines directed to parents that will help them keep their children safe when online.
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