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How Typical Home Networking Works
Bandwidth - of a connection is the width of it or the amounbf data that can fit through it.
Broadband - is aterm used today to describe almost any always onigh speed connection to the internet.

Types of Networks
Local Area Network (LAN)
Wide Area Network (WAN)
Peer-to-peer (P2P) network
Client-Server network

DHCP Server -A server in a network that assigns IP addresses the multiple stations on the network.

Wired Network Hardware components
Computers (2 or more)
Network Interface Card (NIC) — installed in compuer or integrated into motherboard
Ethernet Cable - Category 5 unshielded twisted pa(UTP)
Switch — allow multiple PCs to connect to router
Router — assigns IP addresses to computers (DHCRYovides hardware firewall and NAT
DSL/Cable Modem for internet access

Wireless Network Hardware components
Computers (2 or more)
Wireless Adapter
Wireless Router
Wireless Range Extender (if necessary)

IP - Internet Protocghandles the address part of each packet sat thetsito the right destination.

TCP - Transmission Control Protogahanages the assembling of a message or filsmgdler packets that are
transmitted over the Internet and received b{C® Tayer that reassembles the packets into thenatigessage.

Packets- Each packet contains part of the body of your ngessa typical packet contains perhaps 1,000 or@ [B@es.
NAT — Network Address Translation
MAC Addresses -Media Access Control (MAC) address

Homework
Handouts - How Home Networking Works
How NAT Works
IP address-TCP-IP-Packets
The MAC Address

Online - Networking Quiz



How Networking Works

How Home Networking Works

by Tracy V. Wilson and John Fuller Howstuffworkswco

Once, home networks were primarily the realm ofitephiles -- most
families either didn't need or couldn't afford mtivan one computer. But
now, in addition to using computers for e-mail, plecuse them for
schoolwork, shopping, instant messaging, downlaadinsic and

videos, and playing games. For many families, ammputer is no longer
enough to go around. In a household with multiglputers, a home
network often becomes a necessity rather thanhaitead toy.

Computer configuration
Phone line
Power Line

Wireless
Ethemet
Click to see how it works

House wiring used

A home network is simply a method of allowing cortgge to communicate with one another. If you hawe ¢r more computers in
your home, a network can let them share:

* Files and documents

e An Internet connection

»  Printers, print servers and scanners
e Stereos, TVs and game systems
 CD burners

The different network types use different hardwaré,they all have the same essential components:

* More than one computer

» Hardware (such as a rout@nd software (either built in to the operatingtsgsor as a separate application) to coordinate the
exchange of information

* A path for the information to follow from one contputo another

If you're thinking of networking the computers in
your home, you have several options to explore. In
this article, you'll learn about the different tgpef
home computer networks, how they work and what
to keep in mind if you're considering creating one.
We’'ll look at the hardware that creates and pratect
home networks in the next section.

Internet

Building a Network

The two most popular network types arneeless
andEthernet networks. In both of these types, the —
router does most of the work by directing the tcaff — 8 2092 Kowsa st

between the connected devices. By connecting a

router to your dial-up, DSL or cable modem, you atso allow multiple computers to share one conaedb the Internet.

If you're going to connect your network to the &, you'll need &irewall. A firewall is simply a hardware device or softear
program that protects your network from maliciosens and offensive Web sites, keeping hackers &wressing or destroying your
data. Although they're essential for businessdsgao protect large amounts of information, theyust as necessary for someone
setting up a home network, since a firewall wiktwe transactions that might include Social Segwmitmbers, addresses, phone
numbers and credit card numbers. Most routers amenbireless and Ethernet technology and also irectudardware firewall.

Many software firewalls installed onto your computéock all incoming information by default and prpt you for permission to
allow the information to pass. In this way, a saftevfirewall can learn which types of informatiasuywant to allow into your
network. Symantec, McAfee and Zone Alarm are papetdanpanies that produce software-based firewBliese companies usually
offer some free firewall protection as well as atbed security that you can buy.



A router connects your computers to one another. Ifou connect it to your modem, it will also
connect your network to the Internet.

Wired Networks

Ethernet and wireless networks each have advansagedisadvantages; depending on your needs, one
may serve you better than the other. Wired netwprkside users with plenty of security and the

ability to move lots of data very quickly. Wiredtmerks are typically faster than wireless netwokksg they can be very affordable.
However, the cost of Ethernet cable can add upe-ntore computers on your network and the farthartahey are, the more
expensive your network will be. In addition, unlgssi're building a new house and installing Ethecadle in the walls, you'll be

able to see the cables running from place to masend your home, and wires can greatly limit yaability. A laptop owner, for
example, won't be able to move around easily ithimputer is tethered to the wall.

e

There are three basic systems people use to sétregh networks. ArEthernet system uses either a twisted copper-pair or coaxial
based transport system. The most commonly useé éabEthernet is aategory 5 unshielded twisted pair (UTPkable -- it's
useful for businesses who want to connect sevesates together, such as computers and printerdbulky and expensive,
making it less practical for home usephone ling on the other hand, simply uses existing phonagifound in most homes, and
can provide fast services such as DSL. Finaltgadband systems provide cable Internet and use the sameeofypoaxial cable that
gives us cable television.

If you plan to connect only two computers, all Yloneed is anetwork interface card (NIC) in each computer and a cable to run
between them. If you want to connect several coergudr other devices, you'll need an additionatgi@f equipment: an Ethernet
router. You'll also need a cable to connect eachpeer or device to the router.

This Belkin router (right) provides wireless and Ehernet connections, while also acting as a
firewall.

Once you have all of your equipment, all you needd is install it and configure your computers so
they can talk to one another. Exactly what you rteetb depends on the type of network and your
existing hardware. For example, if your computensie with network cards already installed, all
you'll need to do is buy a router and cables amdigiore your computers to use them. Regardlesshidiwtype you select, the
routers, adapters and other hardware you buy stoautek with complete setup instructions.

The steps you'll need to take to configure your poters will also vary based on your hardware and pperating system. User
manuals usually provide the necessary informaton, Web sites dedicated to specific operating systaften have helpful tips on
getting several different computers to talk to eaitter.

Wireless Networks

The easiest, but most expensive way to connecatdhmputers in your home is to use a wireless netwehkch usesadio waves
instead of wires. The absence of physical wiresandhkis kind of network very flexible. For exampteu can move a laptop from
room to room without fiddling with network cablesdawithout losing your connection. The downsidéhiat wireless connections are
generally slower than Ethernet connections and éineyess secure unless you take measures to pyotecnetwork.

Most home wireless networks ud@2.11gwireless networking, which transmits data at 2HzG®vith a speed of 54 megabits. A
newer wireless standard882.11n,which is designed to be faster and offer a lomgege than 802.11g. However, the 802.11n
standard isn't yet final, and early 802.11n hardweas failed to meet expectations in tests.

If you want to build a wireless network, you'll deawireless router. Signals from a wireless router extend about 180 (f&0.5
meters) in all directions, but walls can interrthg signal. Depending on the size and shape oflyoome and the range of the router,
you may need to purchaseamge extenderor repeaterto get enough coverage.

You'll also need avireless adapterin each computer you plan to connect to the ndéwdou can add printers and other devices to
the network as well. Some new models have buitireless communication capabilities, and you camawireless Ethernet

bridge to add wireless capabilities to devices that déuilly devices that use the Bluetooth standard sma@nnect easily to each
other within a range of about 10 meters (32 feet)l most computers, printers, cell phones, homataimment systems and other
gadgets come installed with the technology.



Definitions
Broadband is aterm used today to describe almost any always igh,dpeed connection to the internet.

Bandwidth of a connection is the width of it or the amountiafa that can fit through it. To use an analoggralane road can fit
more cars down it than a five lane road. We expites®andwidth in bits per second (bps). This iat#is the number of bits of
information that can fit down the line for a secomtlese days, bits per second doesn’t cover matilyads of connection so we use
kilobits per second (kbps) and megabits per seémighs) for thousands and millions of bits per selcon

Local Area Network (LAN) is a computer network covering a small physicabalike a home, office, or small group of builgin
such as a school, or an airport. The defining aharistics of LANS, in contrast to wide-area netks(WANS), include their usually
higher data-transfer rates and smaller geograpinige.

Ethernet over unshielded twisted pair cabling, Afid=i are the two most common technologies curseantled. A local area network
is a network that spans a relatively small spackpaavides services to a small number of peoplpeér-to-peer or client-server
method of networking may be used.

Peer-to-peer (P2P) networkis where each client shares their resources wfitbravorkstations in the network. Examples of peer-
peer networks are: Small office networks whereues®use is minimal and a home network.

Client-server network is where every client is connected to the sermdremch other. Client-server networks use servedgferent
capacities. These can be classified into two tyBawle-service servers and print servers wherseheer performs one task such as
file server, ; while other servers can not onlyfgen in the capacity of file servers and print ssy but they also conduct
calculations and use these to provide informatiodients (Web/Intranet Server). Computers aredihiia Ethernet Cable, can be
joined either directly (one computer to another)yia a network switch that allows multiple conrieos.

Wide Area Network (WAN) is a computer network that covers a broad areg éiny network whose communications links cross
metropolitan, regional, or national boundaries. €8t with local area networks (LANs) which are algulimited to a room,
building, or campus. The largest and most well-kn@xample of a WAN is the Internet.

WANSs are used to connect LANs and other types tfioiks together, so that users and computers inamadion can communicate
with users and computers in other locations. Ma®yN are built for one particular organization amd private. Others, built by
Internet service providers, provide connectionsnfien organization's LAN to the Internet. A routengects to the LAN on one side
and the WAN on the other.

DHCP Server (Dynamic Host Configuration Protocol). A serveraimetwork or Internet service that assigns IP esi#s to the
multiple stations on the network.

Network Hardware

Network switch is a small hardware device that joins multiple poters together within one local area network (LADifferent
models of network switches support differing nunsb&frconnected devices. Most consumer-grade netswitkhes provide either
four or eight connections for Ethernet devices.t&8lvés can be connected to each other, a so-@gisgchaining method to add
progressively larger number of devices to a LAN.

Broadband Routersare used to connect 2 networks together. Usughgretwo LANs (Local Area
Networks), two WANs (Wide Area Networks) or a LAbI the internet. If you are going to be
connecting more than one computer (such as a nietwmthe broadband connection then you will
need a router. A broadband modem is used to cojustaine computer to the broadband
connection. A router is required to share the m@dénternet connection with multiple computers.

Broadband modemis a type of digital modem used with high-speed.B&cable Internet service. Cable modems connécinae
computer to residential cable TV service, while DSadems connect to residential public telephonecszr

Network interface card (NIC), or LAN adapter is a computer hardware component designed to atowmputers to communicate
over a computer network.



What is an IP address? By Hans Joachim Roy/Dreamstime.com

There are 4.3 billion possible combinations of Internet Protocol (IP) addresses. Every machine
on the Internet has a unique identifying number, called an IP Address. A typical IP address
looks like this:

 216.27.61.137

To make it easier for us humans to remember, IPeadds are normally expressed in decimal format‘as
a "dotted decimal number"” like the one above. But computers communicateginary form. Look at the .
same IP address in binary:

+ 11011000.00011011.00111101.10001001

The four numbers in an IP address are callegdts because they each have eight positions when digwiinary form. If you add all
the positions together, you get 32, which is whatlresses are considered 32-bit numbers. Sinbeoé#tte eight positions can

have two different states (1 or 0) the total nuntdferossible combinations per octet fs02 256. So each octet can contain any value
between 0 and 255. Combine the four octets andygo@? or a possible 4,294,967,296 unique values!

What is TCP/IP?

TCP/IP (Transmission Control Protocol/Internet Protocol) is the basic communication language or protocthefinternet. It can
also be used as a communications protocol in agrimetwork. When you are set up with direct actiefise Internet, your computer
is provided with a copy of the TCP/IP program jastevery other computer that you may send messageget information from
also has a copy of TCP/IP.

TCP/IP is a two-layer program. The higher layegrigmission Control Protocol, manages the assembfiagnessage or file into
smaller packets that are transmitted over theneteaind received by a TCP layer that reassembdggatkets into the original
message. The lower layer, Internet Protocol, hantttle address part of each packet so that it ge¢ketright destination. Each
gateway computer on the network checks this addoesse where to forward the message. Even thaugle packets from the same
message are routed differently than others, thieg'leassembled at the destination.

TCP/IP uses the client/server model of communiaatiovhich a computer user (a client) requestsiamiovided a service (such as
sending a Web page) by another computer (a sdarvérg network. TCP/IP communication is primarilyipt-to-point, meaning each
communication is from one point (or host compuierthe network to another point or host comput&P#lP and the higher-level
applications that use it are collectively said ¢é0'stateless” because each client request is carsich new request unrelated to any
previous one (unlike ordinary phone conversatitias tequire a dedicated connection for the calatiom). Being stateless frees
network paths so that everyone can use them cantgiy (Note that the TCP layer itself is not diege as far as any one message is
concerned. Its connection remains in place urtpatkets in a message have been received.)

What is a packet?

It turns out that everything you do on the Intelingblvespackets For example, every Web page that you receive sa@se series
of packets, and every e-mail you send leaves asesf packets. Networks that ship data aroursiniall packets are callgrhcket
switched networks

On the Internet, the network breaks an e-mail ngess#o parts of a certain size in bytes. Theselamrgackets. Each packet carries
the information that will help it get to its desdtion -- the sender's IP address, the intendedvestelP address, something that tells
the network how many packets this e-mail messagdban broken into and the number of this partiquéaket. The packets carry
the data in the protocols that the Internet usesndmission Control Protocol/Internet Protocol (TIRR Each packet contains part of
the body of your message. A typical packet contparhaps 1,000 or 1,500 bytes.

Each packet is then sent off to its destinatiothigybest available route -- a route that mightaxen by all the other packets in the
message or by none of the other packets in theages$his makes the network more efficient. Ftrst,network can balance the
load across various pieces of equipment on a miiad-by-millisecond basis. Second, if there isodolem with one piece of
equipment in the network while a message is besmsterred, packets can be routed around the pmolglesuring the delivery of the
entire message.



How Network Address Translation Works
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P00 MHow Stuft Works

By Jeff Tyson

The NAT router translates traffic coming into and leaving the private network.

Network Address Translation helps improve secunityeusing IP addresses.

The Internet has grown larger than anyone everimedgt could be. Although the exact size is unknpthie current estimate is that
there are about 100 million hosts and more thann3ilibn users actively on the Internet. That isrenthan the entire population of
the United States! In fact, the rate of growth basn such that the Internet is effectively doubimgize each year.

So what does the size of the Internet have to do MAT? Everything! For a computer to communicatthwther computers and
Web servers on the Internet, it must havéRaaddress An IP address (IP stands for Internet Protos unique 32-bit number that
identifies the location of your computer on a natwd®asically, it works like your street addresas-a way to find out exactly where
you are and deliver information to you.

Network Address Translation allows a single devitgh as a router, to act as an agent betweentdgraét (or "public network") and
a local (or "private") network. This means thatyoalsingle, unique IP address is required to remtesn entire group of computers.

NAT is like the receptionist in a large office. Isesay you have left instructions with the recepsbnot to forward any calls to you

unless you request it. Later on, you call a po&tient and leave a message for that client boyoa back. You tell the receptionist
that you are expecting a call from this client &amgut her through. The client calls the main nuntbeyour office, which is the only
number the client knows. When the client tellsréneeptionist that she is looking for you, the reimayst checks a lookup table that
matches your name with your extension. The receistiknows that you requested this call, and tleeesforwards the caller to your
extension.

Network Address Translation is used by a deviae\{fall, router or computer) that sits between aerimal network and the rest of
the world.

» Static NAT - Mapping an unregistered IP address to a regidtlt address on a one-to-one basis. Particulagfulwhen a
device needs to be accessible from outside theomktw

WZODD How Stutf Workhs
In static NAT, the computer with the IP address of
192.168.32.10 will always translate to 213.18.123.110.



The MAC Address

An Introduction to MAC Addressing
An Article by your Guide Bradley Mitchell

In computer networking, the Media Access ControA@) address is every bit as important as aadfress. Learn in this article h
MAC addresses work and how to find the MAC addresseng used by a compute(see below)

What |sa MAC Address?

The MAC address is a unigue value associated witttwork adapter. MAC addresses are also knowraahware addresses or
physical addresses. They uniquely identify an adapter bAN.

MAC addresses are 12-digit hexadecimal number$i{d8n length). By convention, MAC addresses aneally written in one of the
following two formats:

MM MM MM SS: SS: SS

MM MM MMt SS- SS- SS

The first half of a MAC address contains the ID t@mof the adapter manufacturer. These IDs ardatgliby an Internet standards
body (see sidebar). The second half of a MAC addmrgsresents the serial number assigned to theeadapthe manufacturer. In the
example,

00: AO: C9: 14: C8: 29

The prefix

00A0C9

indicates the manufacturer is Intel Corporation.

MAC vs. | P Addressing

It's a slight oversimplification, but one can thiokiP addressing as supporting the software implaation and MAC addresses as
supporting the hardware implementation of the ndtvwgtack. The MAC address generally remains fixed fallows the network
device, but the IP address changes as the netweigadmoves from one network to another.

IP networks maintain a mapping between the IP addvéa device and its MAC address. This mappikmavn as thé\RP cache
or ARP table. ARP, the Address Resolution Protocol, supporddbic for obtaining this mapping and keepingthehe up to date.

DHCP also usually relies on MAC addresses to matfagenique assignment of IP addresses to devices.

Find a MAC Address in Windows
Use the ipconfig utility (with the /all option) Windows XP and any newer versions of Windows.

'ipconfig’ may display multiple MAC addresses doie computer. One MAC address exists for eachliedtaetwork card.
Additionally, Windows maintains one or more MAC aglskes that are not associated with hardware cards.

For example, Windows dial-up networking uses viftMAC addresses to manage the phone connectidritasere a network card.
Some Windows VPN clients likewise have their own ®Address. The MAC addresses of these "virtualvowt adapters are the
same length and format as true hardware addresses.



