E-ticaret Giivenligi ve
Odeme Sistemleri
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u [sletim sistemini giiclendirmek
< Upgrades, patches

® Anti-virus software
< En ucuz ve kolay yol
< Giinliik updates gerekir

Ll

Yonetim Politikalari

m Diinyada firmalar internet giivenligine
$65 milyar harciyor
m Yonetim riski sunlari igerir:
< Teknoloji
< Etkin yonetim
< Kanunlarin uygulanmasi

Givenlik Plani

m Riski degerlendirmek
m Giivenlik politikasi

® Uygulama plani
+ Giivenlik Organizasyonu
« Erisim kontrolii
< Kimlik dogrulama, biometrics igerebilir
< Kimlik dogrulama sistemleri

m Glivenlik denetimi

Giivenlik Plani

1. Perform a
risk assessment
5. Perform a
security audit

4. Create a
security
organization

2. Develop a
security policy

3. Develop an
implementation
plan

Figure 5.12, Page 291

Kanunlarin Rolii

m Yetkililer, kanunlar saysinde siber suglulari
cezalandirabilirler:
+ National Information Infrastructure Protection Act of 1996
 USA Patriot Act
< 5651 Nolu Kanun (Turkiye)
u Ozel isbirlikleri
 CERT Coordination Center
< US-CERT
m Sifreleme kurallan
< OECD, G7/G8, Council of Europe, Wassener Diizenlemesi




Odeme Sistemleri Odeme Sistemleri (devam)
m Nakit m Sakh degerler
Enyaygin Debit kartlar ve hediye cekleri
Diger degerlere cevrilebilir Peer-to-peer 6deme sistemleri
m Cek
m Kredi Karti
Bankalar
Islem merkezleri
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Odeme Sistemleri Kullanicilari E-ticaret Odeme Sistemleri
m Tiiketiciler m Kredi Karti

Diisiik-risk, diigiik-maliyet, kolay, giivenilir Online 6demelerin %42’si- 2013 (ABD)
m Ticcarlar m Debit cards

Diisiik-risk, diigiik-maliyet, kolay, giivenilir Online 6demelerin %29’si- 2013 (ABD)
® Finansal Aracilar m Kredi kartlarinin limitleri

Diisiik-risk, giivenilir, max. kar Guivenlik
= Devlet Kurumlari Maliyet

Giivenilir, katilmcilar: koruyan

E-ticaret Odeme Sistemleri Diger Online Odeme Sistemleri

MERCHANT CLEARINGHOUSE H o H HY
Sl N ® Online saklanmis deger sistemi:
Secure line Hm]l]m] . o s . ~
~yT—— MERCHANT BANK Tiiketicinin bankadaki hesabina baghdir
contacts clearinghouse .
Ornek: PayPal
2 SSLITLS provides . 2 ‘sse‘(;‘"‘:?ba"k | Diger:
‘secure connection 4 Clearinghouse f;:emlham
g;zgrh Intemet to ;ﬁ;n:aslaa:cc:um account Amazon Payments
. thissuing bank
v Google Checkout
I:j i Bill Me Later
-~ 6 vwllﬁm;);;l'a;regm‘:::ed CONSUMER'S WUPay, Dwolla, Stripe
1 Consumer makes purchase CARD-ISSUING

Figure 5.15, Page 302
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Cep Odeme Sistemleri
u Cep telefonlarini 6deme araci olarak
kullanmak

m Near field communication (NFC)
< Kis-mesafe wirelessi veri transferi i¢cin kullanmak
u Yenilikler

 Google Wallet

= Mobile app (NFC chip ile)
+ PayPal
< Square

Dijital Nakit ve Paralar
m Dijital nakit

< “Gergek” diinyada kullanilabilen paralar
= Ornek: Bitcoin
m Sanal paralar

< Sanal diinyada tedaviildedir

< Ornek: Linden Dollars in Second Life, Facebook
Credits

Isight on Society: Class Discussion
Bitcoin
m Dijital para kullanmanin faydalari nelerdir?
= Riskler nelerdir?
= Hig Bitcoin kullandiniz mi?

Electronic Billing Presentment and
Payment (EBPP)

m Aylik faturalar i¢in online 6deme sistemi
= Faturalarin %50’si (ABD)

m EBPP isletme modelleri:

« Biller-direct (baskin model)
< Consolidator

'ila!l:l’n A DEMAND CURVE
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E-ticaret Pazarlamasi ve Reklam
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Class Discussion

Video Ads: Shoot, Click, Buy

m Video reklamlarin bannerlara gére avantajlan
nelerdir?

® Video reklamlarin zorluklari nelerdir?

Online Tiiketiciler: internet
ve Tiketici Davraniglari

m Amerikan ailelerinin yaklasik %70 (85
million)’l broadband internet baglantisina
sahip-2013

m Blylime yavasladi

m Bazi demografik grouplar daha fazla
kullaniyor
Gelir, egitim, yas
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Tuketici Davraniglari

m Broadband vs. dial-up miisterisi

50% of Hispanic and African-American homes have
broadband

$20k daha az kazanan ailerinin %40 broadbande sahip
= Komsu etkisi

Gipta etmenin tiiketim tizerindeki etkisi

“Baglihk”
= En yiiksek %10-15 daha bagimsiz
= Orta %50 daha fazla ortak satin alma ozelligi gosteriyor

Tavsiye sistemi

Tuketici Davraniglari

m Tiiketici davraniglari calismalari
Tiiketicilerin alig-veris aligkanliklarini anlamaya ¢aligir
m Tiiketici davraniglari modelleri

Demografik ve diger faktorlerle tiiketicilerin
davraniglarini agiklamaya galigir

® Online Tiiketici Profilleri
Genellikle kolaylik nedeniyle kullaniyor
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Tiiketici Davranislari Modeli

Cultural | Brand |
Marketing
y P In-store Buyer
Social | Communlcatlonsl 1 |-> o |
Stimuli Behavior Decisions
4 | Firm |
Psychological Capabiltes

Independent Intervening Dependent
Demographic Variables — Variables
Variables — Market Stimuli

Background Social Networks

Factors Communities

Figure 6.1, Page 333

SOURCE: Adapted from Kotler and Armstrong, 2009.

Online Alis-veris Karari

m Tiketici karar agamalari
fhtiyacin farkina varma
Daha fazla bilgi arama
Alternatifleri degerlendirme
Asil satin alma
Firmayla satis sonrasi iletisim
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MARKET
COMMUNICATIONS

Offline
Communications

Online
Communications

Figure 6.2, Page 334

Recogmtlon‘

Mass media
v

Radio

Print media
Social networks

Targeted banner
ads

Interstitials

Targeted event
promotions

Social networks

Catalogs

Print ads

Mass media
Sales people
Product raters
Store visits
Social networks

Search engines
Online catalogs
Site visits

Targeted e-mail
Social networks

Evaluation of

Alternatives.
.

Reference groups Promotions

Opinion leaders
Mass media
Product raters
Store visits
Social networks

Search engines
Online catalogs
Site visits
Product reviews
User evaluations
Social networks

Direct mail
Mass media
Print media

Online
promotions
Lotteries
Discounts
Targeted e-mail
Flash sales

The Consumer Decision Process and
Supporting Communications

Post-purchase:
Behavior—

Loyalty d

Warranties
Service calls
Parts and repair
Consurmer groups
Social networks

Communities of
consumption
Newsletters
Customer e-mail
Online updates
Social networks

Online Alig-veris Karari (devam)

m Karar siiregleri normal alig-verisle benzer

® Genel online davranis model
Tiiketicinin kabiliyeti
Uriin karakteristigi
Online satin almaya yaklagim
Webi kontrol etme algisi
Web site 6zellikleri: gecikme, kullanilabilirlik, giivenlik

m Clickstream davranis

Culture |

Social Norms:

LI

Psychological
Factors

k

Background
Demographic
Factors
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Figure 6.3, Page 335
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Online Tiiketici Davranigi Modeli

Purchase |




